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Outline of our Talk: 

Based on Thesis work by Fujita + further research by Nakagawa.

To try to solve an everyday problem creatively:

'How to Prevent Unauthorized Persons from Entering 

the Auto-locking Door of Apartment Building'

Such a person can enter the door,  simply by following a resident. 

We found 3 main causes: technical, human psycological, and social ones.

Students' group discussions were guided with TRIZ/USIT, and 

analyzed with the KJ method and RCA+ diagram, etc. 

We propose a new Scheme/System of Auto-locking Door:

IT & logical system of door control is introduced 

over the current Mechanical & physical control system.

This will solve all the three aspects of problems together. 



Problem Definition

(a) Undesirable Effect： In an apartment building with an auto-locking door system, 

unauthorized persons can enter the door easily and endanger the security.

(b) Task/Goal： To ensure the security of the apartment building by preventing

the unauthorized persons from entering the auto-locking door .

(c) Sketch of the problem situation：
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(d) Plausible Root Causes: The unauthorized person, behaving like a resident, 

can enter the door opened by a resident simply by following him/her. 

(e) Minimum Set of Relevant Objects： Entrance door, Control system, 

an unauthorized person, a resident who goes ahead 

USIT method

Analyze the Problem 

(a) Analysis of Space Characteristics 

(b) Analysis of Time Characteristics

(c) Current means:
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USIT method



Can slip in 
(at a good timing) 

Unauthorized Person 
behaves just like 

a resident  (pretending)
Once get inside the door, 

one can go anywhere 
and can do anything 

(d) Analysis of Behavior of the Unauthorized 

View from the unauthorized person 
[Subversion Analysis ]

Wait outside 
for a good timing Press the button 

of any floor 
in the elevator

in a costume/
attitude fit 

with the situation

disguise 
in a uniform of 
home delivery 

service

a sales person: try to 
access every resident 

via the interphone

follow a resident 
through the door 

in an innocent face

Unlock 
an apartment door

with picking or 
a special technique. 

Watch and 
remember the PIN 

of a resident

just like 
a student

in an ordinary 
business ware

saying 'package 
delivery service' 
or 'post-office 

express mail ' etc. 

Force a sale 
door-to-door

disguise as if 
in the middle of 

a delivery servicejust like 
a housekeeper

Get a PIN 
in advance

Wait outside 
for a good timing Press the button 

of any floor 
in the elevator

in a costume/
attitude fit 

with the situation

disguise 
in a uniform of 
home delivery 

service

a sales person: try to 
access every resident 

via the interphone

follow a resident 
through the door 

in an innocent face

Unlock 
an apartment door

with picking or 
a special technique. 

Watch and 
remember the PIN 

of a resident

just like 
a student

in an ordinary 
business ware

saying 'package 
delivery service' 
or 'post-office 

express mail ' etc. 

Force a sale 
door-to-door

disguise as if 
in the middle of 

a delivery servicejust like 
a housekeeper

Get a PIN 
in advance

Students' discussion was 
facilitated.  The recorded
the cards were reorganized
in the KJ method (i.e. 
Affinity diagram method).

Because
I thought 

he/she would be 
a resident.

Because I didn't 
think he/she 
a malicious 

person

Residents allow 
the unauthorized persons to get in. 

Usually we assume 
our community being 

formed with good 
people in nature.

(e) Analysis of residents' behaviors:  

Search for root causes in their psychology

Some solution ideas 
came out 

We must be precautious
against risks. 

Because I was
in a hurry. 

We cannot recognize
all the neighbors.

Because she looks
like an housewife.

Because being 
accompanied 

with a child

In case we misjudge the
person being malicious, 
we could be in trouble. 

I let the door unlocked
because I did not 

doubt about his word. 

Because she 
was carrying

a shopping bag. 

Usually we do not think
people malicious. 

The assumption of good 
people is a basis for a 

warm-hearted community.  

In case of a light door 
or an automatic door, 
holding the door open 

is not necessary. 

In case of a heavy door, 
we hold the door open 

for a next person.

It is a kind manner
to hold the door open 

for a next coming person.

We will not block a person 
who happens to enter 
when we just go out. 

We do not want 
to be impolite and 
unkind to people.

It is a kind manner to hold 
the door open for a person 

having a big bag.

We will not stop 
a person who happens 

to enter next to us.  

We do not want to 
get into trouble.

We must be precautious
against risks. 

Because I was
in a hurry. 

We cannot recognize
all the neighbors.

Because she looks
like an housewife.

Because being 
accompanied 

with a child

In case we misjudge the
person being malicious, 
we could be in trouble. 

I let the door unlocked
because I did not 

doubt about his word. 

Because she 
was carrying

a shopping bag. 

Usually we do not think
people malicious. 

The assumption of good 
people is a basis for a 

warm-hearted community.  

In case of a light door 
or an automatic door, 
holding the door open 

is not necessary. 

In case of a heavy door, 
we hold the door open 

for a next person.

It is a kind manner
to hold the door open 

for a next coming person.

We will not block a person 
who happens to enter 
when we just go out. 

We do not want 
to be impolite and 
unkind to people.

It is a kind manner to hold 
the door open for a person 

having a big bag.

We will not stop 
a person who happens 

to enter next to us.  

We do not want to 
get into trouble.

Students' discussion was 
facilitated.  The recorded
the cards were reorganized
in the KJ method.



How to Prevent Unauthorized persons
from entering the Auto-locking Door 
of Apartment Building  

Auto-locking Door 
System is 

the principal 
means for security

Unauthorized 
persons can 

actually enter the 
auto-locking door. 

Can enter
the door easily

(at a good timing)

The unauthorized 
person behaves 

just like a resident 
(pretends)

Once entering 
the door, one can

do anything. 

Because 
I thought him/her 

a resident.

Because
I didn't think 
him/her a 

malicious person.

Residents allow 
the unauthorized 
persons to enter. 

The auto-locking
door is kept

open/unlocked 
for ～10 sec.

To avoid 
accidents by 

the closing door. 

Take photos 
with a 

monitor camera.

Usually we 
assume our 

community being 
formed with good 
people in nature.

In a suspicious 
situation, 

one can turn 
the hall brighter. 

Mail boxes should have 
the entrance outside

the building 
while the exits inside.

Necessary to make 
a rule effective to 
the case where 
multiple persons

want to enter the door. 

It is not effective to 
the case where 

two persons (groups) 
happen to enter 
at the same time

What should we do 
when we suspect 

the person coming 
behind us?

Auto-locking door 
system has a rule 

effective for entering 
one by one.

In a suspicious case, 
better to ask 'Whom are 
you going to visit?', etc. 

Basic solution is 
a door which allows

the entrance
only one by one. 

Necessary for the
resident in the room 

to see the visitor 
at the entrance 

via the video
interphone.

Set alarming bells 
which have switches

in every flat and 
ring in the corridor 
of the floor and in

the care-taker room. 

Can not distinguish
a person 

malicious or not. 

Collect the upper-level cards
and put them in a glance 
to consider the logical 
relationships among them.

(f) Collect all relevant information

Auto-locking Door 
System is 

the principal 
means for security

Unauthorized 
persons can 

actually enter the 
auto-locking door. 

Unauthorized person 
can enter the door 

easily at a good timing
when it is open. 

The unauthorized 
person behaves 

just like a resident 
(pretends)

Once entering 
the door, 

one can do 
anything. 

Because 
I thought him/her 

a resident.

Because
I didn't think 

him/her a 
malicious person.

Residents allow 
the unauthorized 
persons to enter. 

The auto-locking
door is kept

open/unlocked 
for ～10 sec.

To avoid 
accidents by 

the closing door. 

Take photos with
a monitor camera

and analyze them later.

Usually we 
assume our 

community being 
formed with good 
people in nature.

In a suspicious 
situation, 

one can turn 
the hall brighter. 

Mail boxes 
should have 

the entrance outside
the building 

while the exits inside.

Necessary to make 
a rule effective to 
the case where 

multiple persons
want to enter the door. 

Auto-locking Door System
is not effective to 
the cases where 

two persons (groups) 
happen to enter 
at the same time

What should we do 
when we suspect 

the person coming 
behind us?

Auto-locking door 
system has a rule 

effective for entering 
one by one.

In a suspicious 
case, better to ask 

'Whom are you 
going to visit?', etc. 

Basic solution 
is a door which 

allows the 
entrance only
one by one. 

Resident in the room
can see the visitor at

the entrance via 
a video-interphone.

Set alarming 
bells 

Can not 
distinguish 

a person 
malicious or not. 

Security means at 
the door of each flat.

Door chain, interphone, 
viewing hole, etc. 

Enhance the security 
at each door. 

Preventing from the picking, 
a monitor camera, etc.

Arrange the entrance
so that people 

do not stay there 
long. 

Put more 
stress on 

the private zone 
inside the door. 
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(g) Understanding the Overall Structure 
of the Problem

Use the KJ Method to consider the 
relationships among the cards and 
to reveal the overall structure.

Current 
situations Causes solution 

ideas



Structure of 
the Root Causes 

(10)

(h) Essence of the Problem 
Causal relationships 
are represented in 
the RCA+ diagram

Technology Social rule 

Unauthorized persons 
can actually enter 

the auto-locking door. 

Unauthorized person can enter 
the door easily at a good timing

when it is open. 

The unauthorized person
behaves just like 

a resident (pretends)

Once entering the door, 
one can do anything. 

Because I thought 
him/her a resident.

Because I didn't 
think him/her a 

malicious person.

Residents allow 
the unauthorized 
persons to enter. 

The auto-locking 
door is kept 

open/unlocked
for ～10 sec.

To avoid accidents
by the closing door. 

Usually we assume 
our community being 

formed with good 
people in nature.

Auto-locking Door System 
is not effective to the cases 
where two persons (groups) 

happen to enter 
at the same time

Auto-locking door 
system has a 

rule effective for
entering one by one.

Can not distinguish
a person 

malicious or not. 
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Human Psychology

Idea Genertion (1) 

Solution ideas to 'Residents allow 
the unauthorized persons to enter' 

Ideas from students' 
discussions were later 
enhanced and reorganized.  

Clarify the principle that only the 
residents and authorized persons 

are allowed to enter the door.  

Display 
more clearly:

'Private Zone' 

Distinguish this 
from public doors 
which everybody 

may enter.

'Kindness of 
holding the door open' 
does NOT apply here. 

'Accepting everybody' 
is NOT 

the rule here. 

A resident who wants to
enter ensures its company 

(by stating the number).
Do not give any 

convenience of entering 
to whom you 

do not guarantee. 
For entering the door,  

one has to state 
the number of persons 

(1 for default). 
You do not need to judge 

whether he/she is 
a resident or not , 

and malicious or not. 

You are not expected 
to suspect everybody. 

Display and teach 
the basic principles 
simply and clearly.

Teach and recognize
that entering the door 

opened by other people 
is a violation 
of the rule. 

Clarify the principle that only the 
residents and authorized persons 

are allowed to enter the door.  

Display 
more clearly:

'Private Zone' 

Distinguish this 
from public doors 
which everybody 

may enter.

'Kindness of 
holding the door open' 
does NOT apply here. 

'Accepting everybody' 
is NOT 

the rule here. 

A resident who wants to
enter ensures its company 

(by stating the number).
Do not give any 

convenience of entering 
to whom you 

do not guarantee. 
For entering the door,  

one has to state 
the number of persons 

(1 for default). 
You do not need to judge 

whether he/she is 
a resident or not , 

and malicious or not. 

You are not expected 
to suspect everybody. 

Display and teach 
the basic principles 
simply and clearly.

Teach and recognize
that entering the door 

opened by other people 
is a violation 
of the rule. 

Clearly distinguish the Private Zone Entrance from the Public Entrances.

System should not request the residents to judge about others, but to 
declare about his/her accompanies.  



Idea Generation (2) 

Solution ideas to 
'System is not effective when two groups 
happen to meet.'

Ideas from students' 
discussions were later 
enhanced and reorganized.  

M ust c larify the ru le  when two 
(or m ultip le) groups happen to 

m eet in fron t o f the door. 

Each group is  responsib le
for getting authorized 
by operating the key 

(or som ething equivalent)

Passing through the door
opened by a preceding  group

is a  vio lation of the ru le. 

Even w hile  the door is  open, 
System  m ust be  able  to  
accept the authorization  

procedure by the next group.

System  should detect that 
the next g roup is 

likely to  v io la te the ru le  
and m ake a notice im m ediate ly. 

S ystem  m ust detect 
the vio lation  by the next group 

and m ake an  alarm  im m ediately. 

W hen you find the group 
next to  you is suspic ious, 
ask them  'W hom  are  you 

going to  v isit? ', e tc .

D isplay and teach the basic 
princip les sim ply and c learly.

M ust c larify the ru le  when two 
(or m ultip le) groups happen to 

m eet in fron t o f the door. 

Each group is  responsib le
for getting authorized 
by operating the key 

(or som ething equivalent)

Passing through the door
opened by a preceding  group

is a  vio lation of the ru le. 

Even w hile  the door is  open, 
System  m ust be  able  to  
accept the authorization  

procedure by the next group.

System  should detect that 
the next g roup is 

likely to  v io la te the ru le  
and m ake a notice im m ediate ly. 

S ystem  m ust detect 
the vio lation  by the next group 

and m ake an  alarm  im m ediately. 

W hen you find the group 
next to  you is suspic ious, 
ask them  'W hom  are  you 

going to  v isit? ', e tc .

D isplay and teach the basic 
princip les sim ply and c learly.

• Inconvenient rigorous rules do not work. 

• The authentication need to be processed at any time. 

• Our System need to be intelligent. 

• The new social rule:  "Every party must get the authentication for 
themselves regardless of the door being open or closed."

Idea Generation (3) 

Solutions to   'The auto-locking door 
is kept open/unlocked for 10 sec.' 

Ideas from students' 
discussions were later 
enhanced and reorganized.  

To avoid accidents
by the closing door, 

the big, heavy door should
be moved slowly and 

operated on the safety side. 

The number of people who
have passed / are going to 
pass should be detected 
real time by an IT system. 

With image processing, 
the System determines 
how many entered and 

how many are likely to enter. 

After the number of people
registered so far 

have entered, display 
'After getting authorized, 

please enter the door.' etc.  

When more than the registered 
number are going to enter, 
the System displays and 

announces a notice.

Responding in real time, 
proper displays and 

announcements are made 
for instruction and notice. 

When more persons have
entered in violation, 

the System tells a warning and 
takes a photo with lighting. 

Records of alarm cases 
are analyzed later 

systematically 
to manage individually. 

Responding in real time, 
displays, announcements, 
alarms, photo recordings

are made with 
increasing levels of alert. 

To avoid the entering 
from sides, 

set poles and ropes 
besides the door. 

Display and teach 
the basic principles 
simply and clearly.

To avoid accidents
by the closing door, 

the big, heavy door should
be moved slowly and 

operated on the safety side. 

The number of people who
have passed / are going to 
pass should be detected 
real time by an IT system. 

With image processing, 
the System determines 
how many entered and 

how many are likely to enter. 

After the number of people
registered so far 

have entered, display 
'After getting authorized, 

please enter the door.' etc.  

When more than the registered 
number are going to enter, 
the System displays and 

announces a notice.

Responding in real time, 
proper displays and 

announcements are made 
for instruction and notice. 

When more persons have
entered in violation, 

the System tells a warning and 
takes a photo with lighting. 

Records of alarm cases 
are analyzed later 

systematically 
to manage individually. 

Responding in real time, 
displays, announcements, 
alarms, photo recordings

are made with 
increasing levels of alert. 

To avoid the entering 
from sides, 

set poles and ropes 
besides the door. 

Display and teach 
the basic principles 
simply and clearly.

• Confirmation of the safety-first principle.

• To abundon the idea of physically forbidding the violation.  Warning is enough.

• To allow a declared number of people to enter. 

• To introduce a virtual and logical door with intelligence.

• Separation of residents and visitors in space.  



Current Control System of Auto-locking Door

The Door

Open/Close and 
Lock/Unlock
equipment 

Physical System 
of Door Control 

Control Panel
for authentication 

Visitor Resident 

Resident 
in the Room 

video-
interphone

Video Camera

Door

keys

monitor 
system

Control Panel

Our Solution：A New Control System of Auto-locking Door

Panel for Visitors
for authentication 
and number input 

The Door

Open/Close and 
Lock/Unlock
equipment 

Physical System 
of Door Control 

Panel for Residents
for authentication 

with the Key  
and number input 

Visitor Resident 

Resident 
in the Room 

video-
interphone

New Control IT System 
for Auto-locking Door 

Image processing for 
understanding numbers of 
persons who entered and 

who are going to enter 

Video Camera
for monitoring 

Inform-
ation, 
Notice, 
Warning
Displays 

Photo
re-

cording 
system 

DoorFor Residents

For Visitors



(1) Display： "Private Zone Inside This Door."
"Residents and authorized persons ONLY are allowed to enter."

(2) Display:  "Each person (or each group) should get authentication for yourself.
Even while the Door is Open, the authentication process is accepted. 

Independent of the Door status, start the authentication process.
Entering the Door without authentication is a violation of the rule and law."

(3) Display: "Residents:  Use the panel Left to the Door.
Visitors:       Use the panel Right to the Door. " 

(4) Display (on the Left Panel): "For Residents: Insert your key, Input the number
of your group at moment (1 if you are alone), and turn and remove the key.

(5) Display (on the Right Panel): "For Visitors: Press the residence No. you are
going to visit, and talk with the resident via the video interphone.  

Get the approval by the resident, telling the number of persons of 
your group.
When lamp(s) turn on for your group, please enter the door."   

Final Solution Concept：
A New Control System 
of Auto-locking Door (Part 1)

Build up a solution concept, 
in a consistent way.  
Use all your capability!

(Nakagawa)

(6) The Door itself is operated slowly and safely, just as usual at present:
Opens slowly, closes slowly, being unlocked for about 10 seconds,

and re-opens in case of any obstacle for the purpose of safety.      

(7)  An IT system is built for giving door control operations. The system must have 
image processing ability and work with the panels for authentication. 

(8)  The IT System monitors with a video camera around the door, and understands in real
time the accumulated number (e) of persons who have entered the door
(since the door is opened this time)  and the number of persons who are 
going to enter the door. 

(9) The IT System cooperates with the panel for authentication operation and understands

in real time the accumulated number (a) of persons who are approved in the 
authentication (relevant to the door opening of this time).

(10) 'Number of persons left with authentication' (p) is defined by 'accumulated number
of authenticated persons' (a) minus 'accumulated number of persons entered the door' (e).  
p is used for giving door-open/close orders and for controlling the notice/alarm displays.     

Final Solution Concept：
A New Control System 
of Auto-locking Door (Part 2)

Build up a solution concept, 
in a consistent way.  
Use all your capability!

(Nakagawa)



(11) While 'Number of persons left with authentication' p > 0, the System gives
the Open-Door direction and displays 'Please enter' at the top of the Door. 

(12) While p = 0, the System gives the Close-Door direction and displays as 

'Please get authentication on the panel, right (for residents) or left (for visitors)
for entering the door'.  

This is a normal state.  If the Door is open, it will start the closing motion. 
When the Door is closed and locked, the variables a, e, and p are reset to be 0. 

(13) While p = 0 and the Door is not locked, if the System detects any person who is
going to enter the Door, it makes the display (12) on and off, and make an

announcement for notice.   

(14) When p turns to negative (and also increases in its absolute value with p < 0), 

the System has detected a violation of the rule. 
Thus it turns the flash light on and takes a photo from front of the person who has  just
entered the Door.  And it displays and announces as 'Since it is detected that more
persons than those authenticated have entered the door, a photo is taken for the security
reasons.  To avoid this inconvenience, please enter the Door after getting authentications.'

Final Solution Concept：
A New Control System 
of Auto-locking Door (Part 3)

Build up a solution concept, 
in a consistent way.  
Use all your capability!

(Nakagawa)

(15) While p > 0 and nobody has entered for the last preset period of time (say 
10 sec), the System gives the Close-Door direction.  
When the Door gets closed and locked, the variables a, e, and p are reset to 0.

(16) The records of operations, especially the photos taken, are analyzed later,
desirably every day, by the manager for the purpose of making appropriate means 
both individually and generally for increasing the security of the building. 

Final Solution Concept：
A New Control System 
of Auto-locking Door (Part 4)

Build up a solution concept, 
in a consistent way.  
Use all your capability!

(Nakagawa)



C urren tly there  is  no  
e ffec tive /appropria te  socia l 
ru le  how  to  behave  a t the 
en trance door o f the  
apartm ent build ing.

In  con tras t to  the  
po lite /k ind  m anner in  the 
pub lic  space, the  p resen t 
ru le  suggests  to  behave  
qu ite  unk ind ; thus not w e ll 
accep ted . 

W hen  the  door is open , the  
au then tica tion p rocess  can 
no t be  sta rted  be fo re the 
door c loses and  is  locked. 

Th e p resent s ystem  is  
des ig ned  fo r 
au thenticating  a  person  
w hen the  doo r is  c losed .

D oo rs  sh ould  be op erated  
fo r the  sake  o f safe ty fo r 
avo id ing  acc idents  and  
in ju ries, bes ides  fo r the 
sake o f secu rity. 

R esiden ts  does no t w ant to  
inqu ire  to  un fam ilia r persons 
and  to  ge t in to  a  troub le . 

The  present s ys tem  put the  
job  o f judg ing  a  susp icious  
person  onto  the res iden ts . 

Th is  th rea tens the  
security; it m us t be  
p reven ted . 

W hen the  d oor is  open , 
unautho rized  perso ns can  
a lso  en ter the  d oor eas ily. 

W hen the  door is  open , res iden ts  
(and  a lso  o rd inary v is ito rs ) want to  
en te r the  doo r sk ipp ing  the  
au then tica tion.  

The  doo r c loses slow ly.  The  
c los ing  door can  be  reopened  
jus t by push ing  so ftly . 

N ew  S ocia l R ule : 
"E very gro up  m ust ge t 
au then tica tion  to  en ter,
regard less  o f the  doo r 
be ing  open /c losed .  
E n tering  w itho ut 
au then tica tion  is  a  
vio la tion  o f the  law . 

A uthen tica tion  shou ld be  
ca rried  ou t by the  
res iden t fo r h is /her own  
group.

Ins tead  o f c los ing  the  door 
phys ica lly, we  c lose  a  
'log ica l door' v irtua lly. 

Au thentication  process 
need  to  be  perform ed 
regard less  o f the  doo r 
be ing  open /c losed .

In  add itio n  to  the  
conventio nal m echatronic  
d oor-con tro l s ystem , a  
v irtua l &  log ica l d oor-
contro l s ystem  is  
in trod uced .  

S afe ty firs t is  the  genera l po licy.  
S ecurity  shou ld  be second, 
and  need to  be  com p lem ented 
by som e o ther m eans. 

The s ys tem  m ust have 
in te lligence  w ith  
so ftw are  so  as  to  
inqu ire  and  w arn . 

D u ring  the  au then tica tion , 
th e  res ident dec la res  the  
nu m b er o f h is  g ro up  
m em bers .

The sys tem  should  be  
ab le to  confirm  the 
en te ring  o f the  decla red  
num ber of peop le . 

W ith  vid eo-m on itoring  
and  im age p rocessing, 
the  n um ber o f en tering 
peop le a re  coun ted  rea l 
tim e  (Th is  is  feas ib le  b y 
curren t tech no log y.)

The m anager, by review ing  
the  videos/pho tos, should  
check  vio la ting  res iden ts, 
v is ito rs , business persons, 
and  o ther susp ic ious peop le , 
and  g ive  no tices/w arn ings 
p rope rly to  them  and/o r to  
po lice .  Th is  is  a  
supersystem  fo r the  security.  

S ystem  g ives  n otices  
and  w arn ings, w itho ut 
ask ing  to  the  res idents. 

Auth enticating  every m em b er 
o f a  g ro up ind iv idually is no t 
p rac tica l; th us acco m panied 
persons are  a llow ed  to  en ter 
together. 

Th e s ystem  d oes  not 
have m eans/capability to  
ju dge  w h ether the 
en tering  p erson is  
un authorized  or n o t. 

B ut it is  p rac tica lly 
im poss ib le  fo r a  res ident to  
judge  whethe r a person  is  
susp ic ious o r not.

The  fo rm al ru le  reques ts  to  
ge t the  au then tica tion fo r 
onese lf, bu t it is  no t 
p rac tica l to  wa it till the  door 
is  c losed & locked . 

E xtra  person  is de tected  
as  vio la ting  th e  ru le , and  
he /she  is  n o ticed /w arn ed 
im m ediate ly, and  
record ed  b y p hoto s.  

C urren tly there  is  no  
e ffec tive /appropria te  socia l 
ru le  how  to  behave  a t the 
en trance door o f the  
apartm ent build ing.

In  con tras t to  the  
po lite /k ind  m anner in  the 
pub lic  space, the  p resen t 
ru le  suggests  to  behave  
qu ite  unk ind ; thus not w e ll 
accep ted . 

W hen  the  door is open , the  
au then tica tion p rocess  can 
no t be  sta rted  be fo re the 
door c loses and  is  locked. 

Th e p resent s ystem  is  
des ig ned  fo r 
au thenticating  a  person  
w hen the  doo r is  c losed .

D oo rs  sh ould  be op erated  
fo r the  sake  o f safe ty fo r 
avo id ing  acc idents  and  
in ju ries, bes ides  fo r the 
sake o f secu rity. 

R esiden ts  does no t w ant to  
inqu ire  to  un fam ilia r persons 
and  to  ge t in to  a  troub le . 

The  present s ys tem  put the  
job  o f judg ing  a  susp icious  
person  onto  the res iden ts . 

Th is  th rea tens the  
security; it m us t be  
p reven ted . 

W hen the  d oor is  open , 
unautho rized  perso ns can  
a lso  en ter the  d oor eas ily. 

W hen the  door is  open , res iden ts  
(and  a lso  o rd inary v is ito rs ) want to  
en te r the  doo r sk ipp ing  the  
au then tica tion.  

The  doo r c loses slow ly.  The  
c los ing  door can  be  reopened  
jus t by push ing  so ftly . 

N ew  S ocia l R ule : 
"E very gro up  m ust ge t 
au then tica tion  to  en ter,
regard less  o f the  doo r 
be ing  open /c losed .  
E n tering  w itho ut 
au then tica tion  is  a  
vio la tion  o f the  law . 

A uthen tica tion  shou ld be  
ca rried  ou t by the  
res iden t fo r h is /her own  
group.

Ins tead  o f c los ing  the  door 
phys ica lly, we  c lose  a  
'log ica l door' v irtua lly. 

Au thentication  process 
need  to  be  perform ed 
regard less  o f the  doo r 
be ing  open /c losed .

In  add itio n  to  the  
conventio nal m echatronic  
d oor-con tro l s ystem , a  
v irtua l &  log ica l d oor-
contro l s ystem  is  
in trod uced .  

S afe ty firs t is  the  genera l po licy.  
S ecurity  shou ld  be second, 
and  need to  be  com p lem ented 
by som e o ther m eans. 

The s ys tem  m ust have 
in te lligence  w ith  
so ftw are  so  as  to  
inqu ire  and  w arn . 

D u ring  the  au then tica tion , 
th e  res ident dec la res  the  
nu m b er o f h is  g ro up  
m em bers .

The sys tem  should  be  
ab le to  confirm  the 
en te ring  o f the  decla red  
num ber of peop le . 

W ith  vid eo-m on itoring  
and  im age p rocessing, 
the  n um ber o f en tering 
peop le a re  coun ted  rea l 
tim e  (Th is  is  feas ib le  b y 
curren t tech no log y.)

The m anager, by review ing  
the  videos/pho tos, should  
check  vio la ting  res iden ts, 
v is ito rs , business persons, 
and  o ther susp ic ious peop le , 
and  g ive  no tices/w arn ings 
p rope rly to  them  and/o r to  
po lice .  Th is  is  a  
supersystem  fo r the  security.  

S ystem  g ives  n otices  
and  w arn ings, w itho ut 
ask ing  to  the  res idents. 

Auth enticating  every m em b er 
o f a  g ro up ind iv idually is no t 
p rac tica l; th us acco m panied 
persons are  a llow ed  to  en ter 
together. 

Th e s ystem  d oes  not 
have m eans/capability to  
ju dge  w h ether the 
en tering  p erson is  
un authorized  or n o t. 

B ut it is  p rac tica lly 
im poss ib le  fo r a  res ident to  
judge  whethe r a person  is  
susp ic ious o r not.

The  fo rm al ru le  reques ts  to  
ge t the  au then tica tion fo r 
onese lf, bu t it is  no t 
p rac tica l to  wa it till the  door 
is  c losed & locked . 

E xtra  person  is de tected  
as  vio la ting  th e  ru le , and  
he /she  is  n o ticed /w arn ed 
im m ediate ly, and  
record ed  b y p hoto s.  

Discussions：
Current System:   

Problems (results) Designs (choices)
New Solution System 

New Designs and expectations 

Reconsidering the whole problem
TRIZ Thinking  (Nakagwa)

Currently there is no effective/ 
appropriate social rule how to 
behave at the entrance door of the 
apartment building.

In contrast to the polite/kind manner 
in the public space, the present rule 
suggests to behave quite unkind; 
thus not well accepted. 

When the door is open, the 
authentication process can not be 
started before the door closes 
and is locked. 

The present system is 
designed for 
authenticating a person 
when the door is closed.

Doors should be operated 
for the sake of safety for 
avoiding accidents and 
injuries, besides for the 
sake of security. 

Residents does not want to 
inquire to unfamiliar persons 
and to get into a trouble. 

The present system 
put the job of judging 
a suspicious person 
onto the residents. 

This threatens the security; it 
must be prevented. 

When the door is open, 
unauthorized persons 
can also enter the door 
easily. 

When the door is open, residents (and 
also ordinary visitors) want to enter the 
door skipping the authentication.  

The door closes slowly.  The 
closing door can be reopened just 
by pushing softly. 

New Social Rule: "Every 
group must get authenti-
cation to enter, regardless 
of the door being open/ 
closed.  Entering without 
authentication is a 
violation of the law. 

Authentication should be carried out by the 
resident for his/her own group.

Instead of closing the door 
physically, we close a 'logical door' 
virtually. 

Authentication process 
need to be performed 
regardless of the door 
being open/closed.

In addition to the 
con-ventional
mechatronic door-
control system, a 
virtual & logical door-
control system is 
introduced.  

Safety first is the general 
policy.  Security should be 
second, and need to be 
complemented by some 
other means. 

The system must have 
intelligence with 
software so as to 
inquire and warn. 

During the authentication, 
the resident declares the 
number of his group 
members.

The system should be able to confirm the 
entering of the declared number of people. 

With video-monitoring 
and image processing, 
the number of entering 
people are counted real 
time (This is feasible by 
current technology.)

The manager, by reviewing the 
videos/photos, should check violating 
residents, visitors, business persons, 
and other suspicious people, and give 
notices/warnings properly to them 
and/or to police.  This is a supersystem 
for the security.  

System gives notices 
and warnings, without 
asking to the residents. 

Authenticating every 
member of a group 
individually is not practi-
cal; thus accompanied 
persons are allowed to 
enter together. 

The system does not 
have means/capability 
to judge whether the 
entering person is 
unauthorized or not. 

But it is practically impossible 
for a resident to judge whether 
a person is suspicious or not.

The formal rule requests to get the 
authentication for oneself, but it is 
not practical to wait till the door is 
closed & locked. 

Extra person is detected 
as violating the rule, and 
he/she is noticed/warned 
immediately, and recorded 
by photos.  

Currently there is no effective/ 
appropriate social rule how to 
behave at the entrance door of the 
apartment building.

In contrast to the polite/kind manner 
in the public space, the present rule 
suggests to behave quite unkind; 
thus not well accepted. 

When the door is open, the 
authentication process can not be 
started before the door closes 
and is locked. 

The present system is 
designed for 
authenticating a person 
when the door is closed.

Doors should be operated 
for the sake of safety for 
avoiding accidents and 
injuries, besides for the 
sake of security. 

Residents does not want to 
inquire to unfamiliar persons 
and to get into a trouble. 

The present system 
put the job of judging 
a suspicious person 
onto the residents. 

This threatens the security; it 
must be prevented. 

When the door is open, 
unauthorized persons 
can also enter the door 
easily. 

When the door is open, residents (and 
also ordinary visitors) want to enter the 
door skipping the authentication.  

The door closes slowly.  The 
closing door can be reopened just 
by pushing softly. 

New Social Rule: "Every 
group must get authenti-
cation to enter, regardless 
of the door being open/ 
closed.  Entering without 
authentication is a 
violation of the law. 

Authentication should be carried out by the 
resident for his/her own group.

Instead of closing the door 
physically, we close a 'logical door' 
virtually. 

Authentication process 
need to be performed 
regardless of the door 
being open/closed.

In addition to the 
con-ventional
mechatronic door-
control system, a 
virtual & logical door-
control system is 
introduced.  

Safety first is the general 
policy.  Security should be 
second, and need to be 
complemented by some 
other means. 

The system must have 
intelligence with 
software so as to 
inquire and warn. 

During the authentication, 
the resident declares the 
number of his group 
members.

The system should be able to confirm the 
entering of the declared number of people. 

With video-monitoring 
and image processing, 
the number of entering 
people are counted real 
time (This is feasible by 
current technology.)

The manager, by reviewing the 
videos/photos, should check violating 
residents, visitors, business persons, 
and other suspicious people, and give 
notices/warnings properly to them 
and/or to police.  This is a supersystem 
for the security.  

System gives notices 
and warnings, without 
asking to the residents. 

Authenticating every 
member of a group 
individually is not practi-
cal; thus accompanied 
persons are allowed to 
enter together. 

The system does not 
have means/capability 
to judge whether the 
entering person is 
unauthorized or not. 

But it is practically impossible 
for a resident to judge whether 
a person is suspicious or not.

The formal rule requests to get the 
authentication for oneself, but it is 
not practical to wait till the door is 
closed & locked. 

Extra person is detected 
as violating the rule, and 
he/she is noticed/warned 
immediately, and recorded 
by photos.  

Current System:   
Problems (results) Designs (choices)

New Solution System 
New Designs and expectations 



Conclusions

The Auto-locking Door System of apartment buildings has  
serious security problems apparently related to human psychology 
and social behavior. We tackled them with TRIZ/USIT.  

Anlayses and ideas mostly came from students' discussions,  
guided with TRIZ/USIT and summarized with the KJ Method. 
They revealed many contradictions and possible solution directions. 

A solution concept was built around the idea of
IT-based Logical Door System 

over the current Elecro-mechnical System.

The solution was designed to solve many contradictions in the current
system,  with the guide of TRIZ thinking.  

All the psychological and social problems are solved, hopefully,
by the new design choices in the IT-based technolgy, in this case. 


